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UME User Agreement for Web Applications 
UPDATED APRIL 15, 2021 

 

 
 

  

Our academic programs use several commercial web applications to enhance student learning and to draw 
upon the best software products for medical education. Medical students, faculty, residents, preceptors, and 
staff receive user accounts and prepaid subscriptions to some of these applications, depending on their role 
and phase in the curriculum. 
 
These applications do not use Single Sign-On, which means you have to create your own password for each 
account, instead of using your HSC NetID credentials for authentication: 

 
4D Anatomy i-Human SurveyMonkey 

Boards and Beyond Learning Catalytics ThinkShare 
Brightspace one45 UWorld 

Calibrated Peer Review OnlineMedEd  
ExamSoft Pathoma Pro  

 
If you register to use any of these prepaid subscriptions, the Health Sciences Center requires you to follow 
these cybersecurity standards: 
 

þ Create a unique password that is 8 characters or longer for each application. 
þ Change the temporary or generic passwords that you receive during your first login. 
þ Include lowercase, uppercase, numbers, and special characters in your passwords (except for ExamSoft 

which does not support special characters). 
þ Never use your HSC password as the password for other applications. 
þ Change your passwords regularly, with an interval of no more than 6 months between password 

changes. 
þ You are responsible for any activity that occurs in your accounts. Safeguard your passwords and any 

other credentials that can be used to reset your passwords. 
þ If you believe that any of your accounts has been hacked, alert the support team for the application 

immediately. Contact information is available on their websites. 
þ The user profiles of your accounts may be pre-filled with your name, HSC email address, and Banner ID. 

DO NOT ENTER ADDITIONAL PERSONAL INFORMATION INTO YOUR USER PROFILES.  
þ ENTERING PROTECTED HEALTH INFORMATION INTO ANY OF THESE APPLICATIONS IS STRICTLY 

PROHIBITED. 
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þ The applications may provide message boards and other interactive features that allow you to post 
comments. Follow all privacy guidelines and student codes of conduct when posting content. 

þ Observe the Terms of Service of these applications – they constitute a legal contract between you and 
the software companies. If they believe that a user account has been used fraudulently, they can 
terminate the subscription without issuing a refund. Be aware that sharing passwords or using screen 
capturing to copy copyrighted content violate the Terms of Service of these applications. 

 
For assistance with login problems or technical issues, please use the support resources provided by the 
applications. If they are unable to help you, Academic Multimedia Services is ready to assist (505-272-0666, 
HSC-AMS@salud.unm.edu). 
 
If you have any questions about this User Agreement, please contact Carlos Colón, IT Project Manager, 
Undergraduate Medical Education (505-272-8319, ccolon@salud.unm.edu). 


